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6.1. INTRODUCTION

Surveillance has notably increased in the last decades of modern society. Sur-
veillance studies scholars like David Lyon (1994) or Clive Norris and Gary
Armstrong (1999) stress that we live in a surveillance society. Although there
are a lot of other features in contemporary society, such as information,
neoliberalism, globalization, or capitalism, surveillance in general and Inter-
net surveillance in particular are crucial phenomena. For instance, web 2.0
activities, such as creating profiles and sharing ideas on Facebook, announc-
ing personal messages on Twitter, uploading or watching videos on YouTube,
and writing personal entries on Blogger, all enable the collection, analyses,
and sale of personal data by commercial web platforms.

The overall aim of this chapter is to clarify how we can theorize and
systemize such phenomena. Lyon (1998, 95; 2003b, 163) emphasizes that
economic surveillance on the Internet, such as monitoring consumers or
the workplace, is a central aspect of modern surveillance societies. The
approach that is advanced in this chapter recognizes the importance of
the role of the economy in contemporary surveillance societies. To do so,
the following thematically grouped research questions are subjects of this
contribution:

Foundations of Internet surveillance studies
e How is Internet surveillance defined in the existing literature?
e What are commonalties and differences of various notions of Internet
surveillance?
e What are advantages and disadvantages of such definitions?

Critical Internet surveillance studies
e Which theory provides a typology in order to systemize Internet sur-
veillance in the modern economy?
e What are examples of Internet surveillance in the spheres of produc-
tion, circulation, and consumption?
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This chapter can be fruitful for scholars who want to undertake a system-
atic analysis of surveillance in general and Internet surveillance in particu-
lar in the modern economy and who want to study the field of surveillance
critically. It deals with surveillance in the modern economy and is a critical
contribution to surveillance studies insofar as it is based on the foundations
of a critical political-economy approach (MECW 28; MEW 23). The term
modern economy refers to the capitalistic economy of modern societies.
Modern society is the historical period that began with the Enlightenment
and continues today.

This contribution constructs theoretically founded typologies in order to
systemize the existing literature of Internet surveillance studies and to ana-
lyze examples of surveillance. Therefore, it mainly is a theoretical approach
combined with illustrative examples, advancing from the abstract to the
concrete level. Based on the research questions and the described methodol-
ogy, the following structure can be outlined:

Section 2 analyzes how Internet surveillance is defined in the existing
literature, what commonalties and differences of various notions of online
surveillance exist, and what advantages and disadvantages such defini-
tions have. Furthermore, section 2 describes how different notions deal
with economic surveillance on the Internet and makes clear if there is a
gap in the existing literature in order to study Internet surveillance in the
modern economy. The specific economic mode of Internet surveillance is
studied in section 3. Based on the foundations of a critical political-econ-
omy approach and the distinction of surveillance in the economy into the
spheres of production, circulation, and consumption, a typology of online
surveillance in the economy can be constructed. Constructing a theoreti-
cally founded typology of economic surveillance is important in order to
undertake a systematic analysis of surveillance in the modern economy.
Economic surveillance on the Internet in the spheres of production, circu-
lation, and consumption will be outlined. Section 4 concludes with a sum-
mary and makes some political recommendations for overcoming Internet
surveillance in the modern economy.

6.2. FOUNDATIONS OF INTERNET SURVEILLANCE STUDIES

In this contribution, Internet surveillance is understood as a special form
of surveillance. Since Michel Foucault published his book Surveiller et
punir, in French in 1975 and in English in 1977, the amount of literature
on surveillance has increased enormously and represents a diffuse and com-
plex field of research. Lyon (1994, 6-7) stresses: “Michel Foucault’s cel-
ebrated, and contentious, historical studies of surveillance and discipline
had appeared that mainstream social theorists began to take surveillance
seriously in its own right”. David Murakami Wood (2003, 235) emphasizes
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that “for Surveillance Studies, Foucault is a foundational thinker and his
work on the development of the modern subject, in particular Surveillir et
Punir (translated as Discipline and Punish), remains a touchstone for this
nascent transdisciplinary field”. According to Google Scholar (2010), Fou-
cault’s book Discipline and Punish (1977) is cited more than 17,000 times.
According to the Encyclopedia of Philosophy (Pryor 2006, 898) and to the
Routledge Encyclopedia of Philosophy (Gutting 1998, 708-713), Foucault
is one of the most important historians and philosophers of the twentieth
century and has had wide influence in different disciplines.

The overall aim of this section is to elucidate how Internet surveillance
is defined in the existing literature, what commonalties and differences
of various notions of online surveillance exist, and what advantages and
disadvantages such definitions have. To do so, Foucault’s understanding
of surveillance and the idea of the panopticon are introduced (subsection
1). Based on these findings, and by establishing a typology of the existing
literature and discussing their commonalities and differences, subsections
2 and 3 contain a systematic discussion of the state of the art of Internet
surveillance. To analyze the existing literature on a more abstract level and
identify advantages and disadvantages, it is essential to discuss common-
alties and differences and to find certain typologies. Finally, subsection 4
gives a summary, discusses how different notions deal with Internet sur-
veillance in the modern economy, and makes clear if there is a gap in the
existing literature.

6.2.1. Foucault’s Notion of Surveillance and the Panopticon

Foucault (1995; 2002; 2003; 2007) analyzes surveillance in the context
of the emergence of disciplinary societies. He stresses an evolution from
feudal societies of torture, to reformed societies of punishment, and on
to modern disciplinary societies. In the age of torture, arbitrary penal-
ties and public spectacles of the scaffold took place in order to exter-
minate bodies. Afterwards, in the age of punishment, defendants were
punished and exterminated. In the age of disciplines, direct violence has
been replaced with softer forms of power in order to discipline, control,
and normalize people in respect of drilling docile bodies and “political
puppets” (Foucault 1995, 136).

For Foucault (1995, 195-210), Jeremy Bentham’s panopticon is a sym-
bol for modern disciplinary society: “On the whole, therefore, one can
speak of the formation of a disciplinary society in this movement that
stretches from the enclosed disciplines, a sort of social ‘quarantine’, to an
indefinitely generalizable mechanism of ‘panopticism’” (Foucault 1995,
216). The panopticon is an ideal architectural figure of modern disciplin-
ary power. It exists of an annular building divided in different cells and
a huge tower with windows in the middle. Prisoners, workers, pupils,
as well as patients stay in the cells and a supervisor occupies the middle
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tower. The architecture allows the supervisor to observe all individuals
in the cells without being seen. Not every inmate is observed at every
moment, but no one knows if she or he is monitored. Observation is pos-
sible anytime. As a result, everyone acts as if kept under surveillance all
the time—individuals discipline themselves out of fear of surveillance.
The panopticon creates a consciousness of permanent visibility as a form
of power, where no bars, chains, and heavy locks are necessary for domi-
nation any more. Foucault (1995, 228) finally asks: “Is it surprising that
prisons resemble factories, schools, barracks, hospitals, which all resem-
ble prisons?”

In summary, Foucault analyses surveillance in the context of the emer-
gence of modern disciplinary societies. He understands disciplines as forms
of operational power relations and technologies of domination in order to
discipline, control, and normalize people. For Foucault, the panopticon is
an ideal symbol of modern surveillance societies. Foucault’s understanding
of surveillance and the panopticon allows to distinguish panoptic (affirma-
tion of Foucault’s notion) and non-panoptic (rejection of Foucault’s notion)
approaches of defining Internet surveillance that can be used for construct-
ing a typology of existing surveillance literature and for discussing com-
monalities and differences of definitions of Internet surveillance: The task
of the following two subsections is to give a representative, but still eclectic,
overview about different definitions of online surveillance.

6.2.2. Non-Panoptic Notions of Internet Surveillance

3

Lyon understands the “world wide web of surveillance” (Lyon 1998) as
a neutral concept that identifies positive consequences such as protection
and security as well as negative consequences such as control. Comput-
erization of surveillance makes bureaucratic administration easier (Lyon
2003b, 164), and surveillance in cyberspace permits “greater efficiency and
speed, and may well result in increased benefits for citizens and consumers,
who experience them as enhancing their comfort, convenience, and safety*
(Lyon 2003a, 69). Nevertheless, Lyon says that the nation state and the
capitalist workplace are the main sites of surveillance on the Internet (1998,
95; 2003a, 69; 2003b, 163) and argues that surveillance technologies such
as the Internet reinforce asymmetrical power relations on an extensive and
intensive level (Lyon 1998, 92): “So surveillance spreads, becoming con-
stantly more routine, more intensive (profiles) and extensive (populations),
driven by economic, bureaucratic and now technological forces” (Lyon
1998, 99). The Internet has become a multibillion dollar industry, because
it is primarily corporations that are interested in collecting, analyzing, and
assessing a huge amount of personal consumer data in order to target per-
sonalized advertisement (Lyon 2003b, 162).

Similarly to Lyon’s notion of Internet surveillance that assumes there are
enabling and constraining effects, Seumas Miller and John Weckert (2000)
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articulate advantages and disadvantages of being monitored. Their paper
examines monitoring at the workplace in general and observing of e-mail
and the Internet usage in particular. Although the authors claim that pri-
vacy is a moral right (Miller and Weckert 2000, 256) and criticize existing
approaches that stress benefits of workplace monitoring for both employers
and employees (Miller and Weckert 2000, 258-259), they argue that “sur-
veillance and monitoring can be justified in some circumstances” (Miller
and Weckert 2000, 255) and reason: “The proposition must be rejected
that the extent and nature of the enjoyment of rights to individual privacy is
something to be determined by the most powerful forces of the day, be they
market or bureaucratic forces” (Miller and Weckert 2000, 256).

For Anders Albrechtslund (2008; see also Albrechtslund’s contribution
in this volume), positive aspects of being under surveillance are worth men-
tioning, and he argues that online surveillance also empowers the users,
constructs subjectivity, and is playful. Internet surveillance as social and
participatory act involves mutuality and sharing.

Online social networking can also be empowering for the user, as the
monitoring and registration facilitates new ways of constructing iden-
tity, meeting friends and colleagues as well as socializing with strangers.
This changes the role of the user from passive to active, since surveil-
lance in this context offers opportunities to take action, seek informa-
tion and communicate. Online social networking therefore illustrates
that surveillance—as a mutual, empowering and subjectivity building
practice—is fundamentally social. (Albrechtslund 2008)

Hille Koskela (2004; 2006) emphasizes the individual’s active role in the
context of surveillance in general and online surveillance in particular. For
instance, reality shows are based on viewer participation, mobile phones
with cameras create an active subject, and home webcams generate new
subjectivities. Koskela wants to analyze “the other side of surveillance”,
which has resistant and liberating elements: “Webcams can also be argued
to contribute to the ‘democratization’ of surveillance” (Koskela 2006, 175).
In addition, Koskela (2004, 204) argues that webcams have an empower-
ing role and that the active role of individuals with surveillance equipment
shows that the lines of control are blurred.

In conclusion, non-panoptic notions of Internet surveillance either use a
neutral concept that assumes there are enabling effects, such as protection
and security, as well as constraining effects, such as control or a positive
concept that identifies comical, playful, and amusing characteristics of sur-
veillance, and where everyone has the opportunity to surveil. In addition,
these approaches tend to reject the proposition that surveillance mecha-
nisms are dominated by political and economic actors and see monitoring
not necessarily as annoying and disturbing. In non-panoptic notions, Inter-
net surveillance is understood as a useful and effective management tool
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and as a fair method and procedure of monitoring individuals online. Now,
we move on to panoptic notions of Internet surveillance.

6.2.3. Panoptic Notions of Internet Surveillance

Based on a diagrammatic understanding of panoptic surveillance, Greg
Elmer (1997) predominantly understands the Internet as a powerful space
of economic surveillance. “The Internet is first mapped, through indexical
search engines, and then diagnosed, via ‘spiders’ and ‘cookies’, to actively
monitor, survey, solicit and subsequently profile users’ online behavior”
(Elmer 1997, 182). Corporations map consumer profiles including demo-
graphic and psychographic data in order to target advertising and to accu-
mulate profit (Elmer 1997, 186, 189-190).

Likewise, in The Internet Galaxy, Manuel Castells (2001, 168-187)
describes the Internet not only as a space full of opportunities, but also as
a technology of control, which has primarily emerged from the interests of
economic and political actors such as corporations and state institutions.
He argues that these institutions make use of such technologies in order to
locate individual users. State institutions such as governments and corpora-
tions like Microsoft and Google use special surveillance technologies that
allow the monitoring of online behaviour in one central database.

Surveillance technologies . . . often rely on identification technologies
to be able to locate the individual user . . . These technologies operate
their controls under two basic conditions. First, the controllers know
the codes of the network, the controlled do not. Software is confiden-
tial, and proprietary, and cannot be modified except by its owner. Once
on the network, the average user is the prisoner of an architecture he
or she does not know. Secondly, controls are exercised on the basis of a
space defined on the network, for instance, the network around an In-
ternet service provider, or the intra-network in a company, a university,
or a government agency. (Castells 2001, 171-173)

Castells understands the rise of the Internet as an emergence of a powerful
electronic surveillance system and concludes: “If this system of surveillance
and control of the Internet develops fully, we will not be able to do as we
please. We may have no liberty, and no place to hide” (Castells 2001, 181).
Castells (2001, 171-173) considers, just like Foucault, surveillance to be
negative and centralized and being connected to control and power. Hence,
although Castells does not refer to the concept of the panopticon directly,
his contribution to online surveillance can be considered as being a panop-
tic notion of Internet surveillance.

Michael Levi and David Wall (2004, 201-203) emphasize the new
politics of surveillance in a post-9/11 European information society and
the increase of the panoptic power of the EU member states as mediated
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through surveillance techniques such as identity/entitlement cards, asylum
seekers’ smartcards, data-sharing schemes, and smart passports in order to
create a suspect population. Wall (2003; 2006) analyzes the growth of sur-
veillant Internet technologies in the information society. He draws on Fou-
cault’s understanding of panoptic power relations (Wall 2006, 344) and
distinguishes between personal and mass surveillance (Wall 2006, 342).
For Wall, the Internet as a multidirectional information flow has brought
new opportunities for individuals in the context of surveillance. Techniques
such as spyware, spam spider bots, and cookies allow a synoptic effect
where the surveilled can surveil the surveillers (Wall 2006, 342-343).

The Internet is not simply a ‘super’ (Poster, 1995), ‘virtual’ (Engberg,
1996) or ‘electronic’ (Lyon, 1994, ch. 4) Panopticon: an extension of
Foucault’s conceptualization of Bentham’s prison design—‘seeing with-
out being seen’ (Foucault, 1983, p. 223), as has become the conven-
tional wisdom. It is important to emphasize that Internet information
flows are simultaneously panoptic and synoptic—not only can the few
watch the many, but the many can watch the few. (Mathiesen, 1997, p.
215) (Wall 2003, 112)

Wall argues that the balance between personal surveillance on the one hand
and mass surveillance on the other hand is “rarely even” (Wall 2006, 346)
and lists powerful corporations such as DoubleClick and Engage that are
able to undertake large-scale surveillance (Wall 2006, 343). In addition,
he emphasizes the growth of surveillance and privacy threats as tradable
commodities in information capitalism (Wall 2003, 135) and presents an
empirical case study of the spam industry such as e-mail list compilation
and unsolicited bulk e-mails (Wall 2006, 350-352).

Joseph Turow (2005; 2006) speaks about marketing and consumer
surveillance in the digital age of media. He stresses that online media are
interested in collecting data about their audience in order to sell these data
to advertisers. In a next step, the advertisers use these data in order to
increase the efficiency of marketing (Turow 2005, 103-104; 2006, 280).
Furthermore, customer relationship management constructs audiences and
produces a surveillance-driven culture, where consumers understand sur-
veillance as a cost-benefit calculation and are willing to contribute to data
collection by media and advertisers (Turow 2005, 105, 119-120). Turow’s
understanding of surveillance can be seen in the context of Foucault’s
notion of panoptic surveillance. He considers, just like Foucault, surveil-
lance to be negative and centralized and connected to discipline, control,
and power (Turow 2005, 115). Similarly to Foucault, Turow (2005, 116-
117) stresses that surveillance is predominately undertaken by powerful
institutions such as corporations. Also interesting in this context is the
national survey of Internet privacy and institutional trust by Joseph Turow
and Michael Hennessy (2007). In 2003, they undertook 1,200 quantitative
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telephone interviews in the US with adults (18 years and older), who go
online at home (Turow and Hennessy 2007, 304). The authors analyzed
what US citizens think about institutional surveillance and concluded “that
a substantial percentage of Internet users believes that major corporate or
government institutions will both help them to protect information privacy
and take that privacy away by disclosing information to other parties with-
out permission” (Turow and Hennessy 2007, 301).

Mark Andrejevic (2002;2007b;also2007a 135-160; see also Andrejevic’s
contribution in this volume) wants to offer an alternative approach of online
privacy in the era of new media. Andrejevic studies the economic surveil-
lance of interactive media such as interactive TV (2002) and Google’s
business model of free wireless Internet access (2007b) and analyzes inter-
active surveillance in the digital enclosure: “the model of enclosure traces
the relationship between a material, spatial process—the construction of
networked, interactive environments—and the private expropriation of
information“ (Andrejevic 2007b, 297). He argues that Foucault’s panop-
ticon is a suitable approach to study surveillance and hierarchical power
asymmetries in the online economy and speaks about a “digital form of
disciplinary panopticism” (Andrejevic 2007b, 237). Andrejevic argues that
just as workplace surveillance rationalized production in the era of scien-
tific management, online surveillance rationalizes and stimulates consump-
tion (Andrejevic 2007b, 232; 244) and produces customized commodities
and the crucial capital of the economy (Andrejevic 2007b, 234). “Viewers
are monitored so advertisers can be ensured that this work is being done
as efficiently as possible. Ratings, in this context, are informational com-
modities that generate value because they help to rationalize the viewing
process” (Andrejevic 2007b, 236).

Also in the context of economic surveillance, John Edward Campbell
and Matt Carlson (2002) revisit Foucault’s idea of the panopticon as well
as Gandy’s notion of the panoptic sort. They apply these notions to online
surveillance and the commodification of privacy on the Internet:

The Panopticon was seen as a way of organizing social institutions
to ensure a more orderly society by producing disciplined and ‘ra-
tional’ (read predictable) citizens. With Internet ad servers, the goal
is to provide marketers with the personal information necessary to
determine if an individual constitutes an economically viable con-
sumer. The enhanced consumer profiling offered by these third-party
ad servers increases the effectiveness and efficiency of advertisers’ ef-
forts, reducing the uncertainty faced by producers introducing their
goods and services into the marketplace. (Campbell and Carlson
2002, 587)

Summing up, panoptic notions of Internet surveillance argue that power,
control, and surveillance have increased in the era of the Internet.
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Furthermore, the rise of the Internet has brought a space of electronic sur-
veillance, where the powerful will appropriate the Internet as a technology
of control for their own instrumental advantage. These approaches con-
sider online surveillance to be negative and being connected to coercion,
repression, discipline, power, and domination. For these authors, power is
primarily centralized and society tends to be repressive and controlled.

6.2.4. Discussion

The overall aim of this section was to clarify how Internet surveillance
has been defined in the existing literature, what the different notions of
online surveillance have in common, and what distinguishes them from one
another. Based on the distinction of panoptic and non-panoptic notions of
surveillance, a systematic discussion of the state of the art of Internet sur-
veillance was conducted by establishing a typology of the existing literature
and introducing a discussion of commonalties and differences. Table 6.1
summarizes the results:

Table 6.1 Foundations of Internet Surveillance Studies

Non-panoptic
notions of Internet Panoptic notions of
surveillance Internet surveillance

Non-panoptic Non-panoptic notions David Lyon (1998;
notions of Inter-  of Internet surveil- 2003a; 2003b),
net surveillance  lance either use a Seumas Miller

neutral concept that  and John Weckert
assumes there are (2000), Anders
enabling as well as Albrechtslund
constraining effects (2008), Hille

or a positive concept  Koskela (2004;
that identifies comical, 2006)

playful, and amus-

ing characteristics of

online surveillance.

Panoptic notions Panoptic notions Greg Elmer (1997),

of Internet
surveillance

of Internet surveil-
lance consider online
surveillance to be
negative. These
approaches argue
that power, domi-
nation, coercion,
control, discipline,
and surveillance have
increased in the era
of the Internet.

Manuel Castells
(2001), David
Wall (2003; 2006),
Joseph Turow
(2005; 2006),
Mark Andrejevic
(2002; 2007 a;
2007b), John
Edward Campbell
and Matt Carlson
(2002)
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In conclusion, non-panoptic notions of Internet surveillance use either a
neutral concept, which assumes that enabling as well as constraining effects
exist or a positive concept, which identifies comical, playful, and amusing
characteristics; they are represented by scholars such as David Lyon and
Hille Koskela. In contrast, panoptic notions of Internet surveillance con-
sider online surveillance to be negative. These approaches argue that power,
domination, coercion, control, discipline, and surveillance have increased
in the era of the Internet; they are represented by scholars such as Greg
Elmer, Manuel Castells, and Joseph Turow.

Although private actors monitor and watch over other individuals in
everyday life experiences (for example parents taking care of their children,
providing personal information on weblogs, and using social networking
sites on the Internet), these acts are processes to which people agree and
which involve no violence, coercion, or repression. In comparison, eco-
nomic and political actors use surveillance and exercise violence in order
to control certain behaviours of people, who in most cases do not know
that they are surveilled. To accumulate profit and guarantee the production
of surplus value, corporations control the economic behaviour of people
and coerce them to produce or buy specific commodities. Corporations and
state institutions are the most powerful actors in society and are able to
undertake mass surveillance extensively and intensively (such as for exam-
ple the collection and gathering of information on Internet user profiles in
order to implement targeted advertising), because the amount of available
resources shapes the intensity and extension of surveillance. In the modern
production process, primarily electronic surveillance documents and con-
trols workers’ behaviour and communication to guarantee the production
of surplus value. The commodification of privacy is important to target
advertising for accumulating profit. State institutions have intensified and
extended state surveillance of citizens in order to combat the threat of ter-
rorism (Gandy 2003, 26—41; Lyon 2003c). Therefore, one can assume that
corporations and state institutions are the main actors in modern surveil-
lance societies, and surveillance is a crucial element for modern societies.

Those who hold non-panoptic notions of Internet surveillance under-
stand surveillance in cyberspace in a non-hierarchical and decentralized
way, where everyone has the opportunity to surveil. This argument over-
looks the fact that corporations and state institutions are the most powerful
actors in society and are able to undertake mass surveillance online—what
private actors are not able to do. Neutral concepts of surveillance on the
Internet tend to overlook power asymmetries of contemporary society and
therefore tend to convey the image that private actors are as powerful as
corporations and state institutions. Hence, a general and neutral under-
standing of surveillance in cyberspace is not fruitful for studying online
surveillance as it does not take asymmetrical power relations and repressive
aspects of society into consideration. Approaches that stress that everyone
today has the opportunity to surveil, that online surveillance is a useful and
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effective management tool, and that Internet surveillance has playful and
amusing characteristics are typical for postmodern scholars and disguise
the fact of power and domination in contemporary surveillance societies.

Surveillance studies scholars like Lyon (1998, 95; 2003b, 163) argue that
economic surveillance on the Internet such as monitoring consumers or the
workplace are central aspects of modern surveillance societies. The fol-
lowing explanations indicate that most of the panoptic notions of Internet
surveillance recognize the importance of economic aspects of surveillance
in cyberspace: So for example Elmer (1997, 186; 189-190) investigates eco-
nomic Internet surveillance predominantly in the sphere of consumption
and analyzes how corporations map consumer profiles in order to target
advertising and to accumulate profit. In contrast, Castells (2001, 173-174)
mentions economic Internet surveillance in the sphere of production and in
the sphere of consumption. When Wall (2006, 350-352) presents an empir-
ical case study of the spam industry, such as e-mail list compilation and
unsolicited bulk e-mails, he solely emphasizes surveillance in the sphere of
consumption. Turow (2006, 114-118) analyzes consumer surveillance in the
digital age and marks a development from customized media of one-to-one
marketing to walled gardens as an online environment to interactive televi-
sion such as video-on-demand. Andrejevic (2007b, 242-243) is primarily
interested in analyzing consumer surveillance. In addition, Campbell and
Carlson (2002, 587) understand online surveillance in the context of the
commodification of privacy, consumer profiling, and advertising. In conclu-
sion, panoptic notions of Internet surveillance primarily analyze economic
aspects of surveillance on the Internet in the context of consumption. The
following table summarizes these example approaches:

Although panoptic notions of Internet surveillance recognize the impor-
tance of the economy, they tend to focus on the sphere of consumption and
to overlook online surveillance in the spheres of production and circulation as
important aspects of contemporary surveillance societies. Furthermore, panop-
tic notions of Internet surveillance claim that there are particular forms of eco-
nomic surveillance without a theoretical criterion for a certain typology.

Table 6.2 Economic Aspects in Panoptic Notions of Internet Surveillance

Internet surveillance in Internet surveillance in  Internet surveillance in the
the sphere of production the sphere of circulation — sphere of consumption
Manuel Castells (2001) Greg Elmer (1997)

Manuel Castells (2001)

David Wall (2003; 2006)

Joseph Turow (2005; 2006)

Mark Andrejevic (2002;
2007a; 2007b)

John Edward Campbell
and Mait Carlson (2002)




Critical Internet Surveillance Studies and Economic Surveillance 135

In summary, non-panoptic notions of Internet surveillance are in my
view not fruitful for studying online surveillance as they do not take
asymmetrical power relations and repressive aspects of society into con-
sideration. In addition, panoptic notions of Internet surveillance tend to
overlook online surveillance in the spheres of production and circulation
as important aspects of contemporary surveillance societies. Therefore, a
critical contribution to Internet surveillance studies is needed.

6.3. CRITICAL INTERNET SURVEILLANCE STUDIES

A critical contribution to Internet surveillance studies strives for the devel-
opment of theoretical and empirical research methods in order to analyze
surveillance in the context of domination, asymmetrical power relations,
resource control, social struggles, and exploitation. It critically analyzes
Internet surveillance as an important aspect of guaranteeing the produc-
tion of surplus value and accumulating profit (Fuchs 2008, 268-270; 2010,
19-21; see also the contributions by Fuchs, Sandoval, and Andrejevic in
this volume). Furthermore, a typology of Internet surveillance in the mod-
ern economy, which is based on Marx’s theory and critique of the political
economy, allows to systemize economic surveillance on the Internet and
to distinguish between online surveillance in the spheres of production,
circulation, and consumption (see also Fuchs’ analysis of surveillance in
the cycle of capital accumulation in this volume). A theoretically founded
typology of economic Internet surveillance is important in order to under-
take a theoretical analysis of online surveillance in the modern economy.
Based on the foundations of a critical political-economy approach, the dis-
tinction of production, circulation, and consumption within the economy
is introduced (6.3.1) in order to establish a typology of online surveillance
in the economy and to study Internet surveillance in the spheres of produc-
tion, circulation, and consumption (section 6.3.2).

6.3.1. The Spheres of the Economy

In the Introduction to a Contribution to the Critique of Political Economy, Karl
Marx (MECW 28, 26-37) distinguishes between (a) production, (b) circula-
tion (distribution and exchange), and (c) consumption as dialectically mediated
spheres of the capitalistic economy (a). The sphere of production appears as
the point of departure. In the capitalist mode of production, entrepreneurs
consume purchased commodities (means of production and labour power) in
order to produce new commodities and surplus value. (b) Circulation is the
“mediation between production and consumption” (MECW 28, 27). In the
process of circulation, consumers purchase commodities for daily life and pro-
prietors sell the produced commodities to realize profit. (c) In the sphere of con-
sumption as the final point of the process, “the product drops out of this social
movement, becomes the direct object and servant of an individual need, which
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its use satisfies” (MECW 28, 26). Whereas in production the person receives
an objective aspect, in consumption the object receives a subjective aspect. The
“consumption, as the concluding act . . . reacts on the point of departure thus
once again initiating the whole process” (MECW 28, 27). Although produc-
tion, circulation, and consumption are separated spheres, they correlate in an
interconnected relationship (see Figure 6.1):

In the sphere of production, means of production are consumed, and in
the sphere of consumption, labour power is (re)produced. “Production is
consumption; consumption is production. Consumptive production. Pro-
ductive consumption” (MECW 28, 30). Production is not possible with-
out demand, and consumption does not take place without material: “No
consumption without production; no production without consumption”
(MECW 28, 30). Moreover, the process of production is determined by
circulation of labour power as well as by means of production, whereas
circulation itself is a product of production. Production, circulation, and
consumption are not “identical, but . . . they are all elements of a totality,
differences within a unity [ . . . ] There is an interaction between the dif-
ferent moments” (MECW 28, 36-37). Nevertheless, production, circula-
tion, and consumption are not equal spheres in the economy; production is
rather “the dominant moment, both with regard to itself in the contradic-
tory determination of production and with regard to the other moments.
The process always starts afresh with production [ . .. ] A definite [mode
of; TA] production thus determines a definite [mode of; TA] consumption,
distribution, exchange and definite relations of these different moments to

Consumption Circulation

Figure 6.1 Production, circulation, and consumption as dialectically mediated
spheres of the modern economy.
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one another. Production in its one-sided form, however, is in its turn also
determined by the other moments” (MECW 28, 36).

Based on the distinction of production, circulation, and consumption, a
typology of surveillance in the economy can be constructed. Such a typol-
ogy will be outlined in the next subsection.

6.3.2. Internet Surveillance in the Spheres of the Economy

Illustrative examples of economic online surveillance in the spheres of pro-
duction, circulation, and consumption will be presented. The next three
subsections are therefore structured according to this distinction.

6.3.2.1. Internet Surveillance in the Sphere of Production

The Electronic Monitoring and Surveillance Survey (American Manage-
ment Association and the ePolicy Institute 2008) offers interesting examples
of Internet surveillance in the sphere of production: according to the Ameri-
can Management Association and the ePolicy Institute (2008), who undertake
an annual quantitative survey about electronic monitoring and surveillance
with approximately three hundred US companies, “more than one fourth of
employers have fired workers for misusing e-mail and nearly one third have
fired employees for misusing the Internet”. More than 40% of the studied com-
panies monitor e-mail traffic of their workers, and 66% of the corporations
monitor Internet connections. In addition, most companies use software to
block non-work-related websites such as sexual or pornographic sites, game
sites, social networking sites, entertainment sites, shopping sites, and sport
sites. The American Management Association and the ePolicy Institute (2008)
also stress that companies track “content, keystrokes, and time spent at the
keyboard [ . . . ] store and review computer files | . . . ] monitor the blogosphere
to see what is being written about the company, and [ . . . ] monitor social
networking sites”. Furthermore, about 30% of the companies were also firing
employees for non-work related e-mail and Internet usage such as “inappropri-
ate or offensive language” and “viewing, downloading, or uploading inappro-
priate/offensive content” (American Management Association and the ePolicy
Institute 2008). This example shows that companies use surveillance and exer-
cise violence in order to control certain behaviour of workers. Corporations
control the economic behaviour of people and coerce individuals in order to
produce specific commodities for accumulating profit and for guaranteeing
the production of surplus value. In the modern production process, primarily
electronic surveillance is used to document and control workers’ behaviour
and communication to guarantee the production of surplus value.

6.3.2.2. Internet Surveillance in the Sphere of Circulation

An interesting phenomenon of surveillance in the sphere of circulation is
applicant surveillance: Rosalind Searle (2006, 343) states in this context that
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“checking procedures are increasingly utilised to authenticate candidates’
data. In several countries financial services authorities have sanctioned for-
mal vetting, often outsourcing it to external contractors | . . . | such as Kroll
and Carratu International”. The corporate investigation company Carratu
International is headquartered in London. The company operates around
the world, serving national and multinational corporations, insurance com-
panies, law firms, and financial institutions, which are primarily found in
the Fortune 500 and the Financial Times Top 100 rankings (Carratu Inter-
national). Carratu International offers background screening services for
companies and government agencies who want to check personal informa-
tion about new job applicants. If Carratu International realizes a company’s
application procedure, job candidates have to complete a detailed question-
naire on the Internet as part of their application, which is sent invisibly to
Carratu International (Searle 2006, 343). Carratu International argues that
pre-employment screening is crucial, because up to 80% of new job candi-
dates give incorrect information about themselves.

According to Carratu International, the only opportunity to “know that
the information provided is complete and honest” is to undertake a system-
atic off- and online check of information such as personal data and infor-
mation on civil litigation, credit history, bankruptcy, employment history,
educational achievements, professional qualifications, and professional or
occupational licensing. In addition, Carratu International provides three lev-
els of off- and online pre-employment screening at different prices: the basic
service includes data analyses of items such as address, educational qualifi-
cation, and employment history. The intermediate service includes the basic
service plus searches of the media, ownership records, company directorship,
and judicial data. Finally, the professional level includes an investigation of
“all details contained on the application document, carry[ing; TA] out all
checks as detailed in Level Two validations, together with additional rel-
evant research and investigations to confirm the probity and standing of the
applicant” (Carratu International). Carratu International is a threat to the
job candidates’ privacy, because the applicants assume their personal infor-
mation is only shared with the company where they are applying, but the
candidates do not know that their information is sent to Carratu Interna-
tional. Carratu International and their entrepreneurial clients use surveil-
lance and exercise violence in order to control certain behaviour of people.
Carratu International also offers surveillance services of existing employees
such as monitoring e-mail traffic and Internet usage (Internet surveillance
in the sphere of production). This indicates that economic surveillance also
occurs in combinations of different spheres and that forms of surveillance in
the sphere of production, circulation, and consumption are interconnected.

6.3.2.3. Internet Surveillance in the Sphere of Consumption

To examine Internet surveillance in the sphere of consumption, the example
of Google and DoubleClick can be outlined: According to Alexa Internet, of
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the top websites, Google has the most visits on the Internet. Google uses a
wide range of methods to collect data about its users, namely click tracking
(to log clicks of users), log files (to store server requests), JavaScript and web
bugs (to check users’ visits), as well as cookies (to record individual actions)
(Stalder and Mayer 2009, 102). DoubleClick is one of the main projects of
Google (Google 2008). It is a global leader in ad serving and has developed
sophisticated methods in order to collect, analyze, and assess huge amounts
of users’ data on the Internet (Campbell and Carlson 2002, 596-597). Google
(2007; 2008) acquired DoubleClick in 2008 for $US 3.1 billion. DoubleClick
is headquartered in New York City. It was founded in 1996 and works for
leading digital publishers, marketers, and agencies around the world, such
as About, Durex, Ford, Friendster, Optimedia, Scripps, and MTV (Double-
Click). Ad-serving companies such as DoubleClick use methods by plac-
ing advertisements on websites and analyzing their efficiency. DoubleClick
develops and provides Internet ad serving services that are sold primarily to
advertisers and publishers. DoubleClick’s main product is known as DART
(Dynamic Advertising, Reporting, and Targeting). DART is an ad-serving
programme that uses a complex algorithm; it is primarily developed for pub-
lishers and advertisers to “ensure” that they “get the right message, to the
right person, at the right time, on the right device” (DoubleClick). Double-
Click collects personal data such as users’ individual behaviour, preferences,
and interests from many websites with the help of automated computer pro-
cesses and sells these data to advertising agencies in order to guarantee the
production of surplus value and to accumulate profit.

In this section, Internet surveillance in the context of the economy was
analyzed. Based on the foundations of a critical political-economy approach,
the distinction of production, circulation, and consumption in the economy
was introduced in order to establish a typology of Internet surveillance in
the economy. Illustrative examples of economic online surveillance in the
spheres of production, circulation, and consumption were presented.

6.4. CONCLUSION

The overall aim of this chapter was to clarify how we can theorize and
systemize Internet surveillance in the modern economy. The chapter con-
structed theoretically founded typologies in order to systemize the existing
literature of Internet surveillance studies and to analyze examples of sur-
veillance. Therefore, it mainly was a theoretical approach combined with
illustrative examples, advanced from the abstract to the concrete level.
Foundations of Internet surveillance studies were discussed in the sec-
ond section. In the third section, a critical contribution to Internet sur-
veillance studies was drawn in order to distinguish Internet surveillance
into the spheres of production, circulation, and consumption. Based on
these findings, we were able to systemize illustrative examples of Inter-
net surveillance in the modern economy such as the Electronic Monitoring
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and Surveillance Survey, Carratu International, and DoubleClick into the
spheres of production, circulation, and consumption.

As shown in this chapter, economic actors such as corporations undertake
surveillance and exercise violence in order to control certain behaviours, and
in most cases people do not know that they are being surveilled. To guaran-
tee production of surplus value and accumulate profit, corporations control
economic behaviour of people and coerce them to produce or buy specific
commodities. Therefore, one can assume that economic online surveillance
is a negative phenomenon of modern societies, which should be questioned
and struggled against. Based on Gandy (1993, 230-231), Castells (2001,
182-184), Parenti (2003, 207-212), Ogura (2006, 291-293), Lyon (1994,
159-225; 2001, 126-140; 2007a, 159-178; 2007b, 368—377), Fuchs (2009,
115-117) and Sandoval (in this volume), some political recommendations
can be drawn in order to overcome economic online surveillance:

e The first recommendation is that support is needed for critical privacy
movements on the Internet in order to develop counter-hegemonic
power and advance critical awareness of surveillance.

e As Lyon suggests: “Such public awareness of surveillance issues could
further be raised through professional groups and organizations,
especially those directly concerned with computing, information
management, and so on” (Lyon 1994, 223).

e Lyon also (2001, 127) identifies the importance of political activism
by critical citizens: “Films, consumer groups, Internet campaigns and
international watchdogs are just some of the ways that ongoing surveil-
lance practices are brought to the surface of our consciousness, and thus
overtly into the realm of ethical evaluation and political response.”

* According to Fuchs (2009, 116), “critical citizens, critical citizens’
initiatives, consumer groups, social movement groups, critical schol-
ars, unions, data protection specialists/groups, consumer protection
specialists/groups, critical politicians, critical political parties observe
closely the relationship of surveillance and corporations and docu-
ment instances where corporations and politicians take measures that
threaten privacy or increase the surveillance of citizens”.

¢ In addition, Lyon recommends supporting cyber-activism and “coun-
ter-surveillance” (Lyon 1994, 159) in order to surveil corporate sur-
veillants or rather to watch the watchers.

e Parenti (2003, 212) suggests civil disobedience, rebellion, and protest:
“It will compel regulators to tell corporations, police, schools, hospi-
tals, and other institutions that there are limits. As a society, we want
to say: Here you may not go. Here you may not record. Here you may
not track and identify people. Here you may not trade and analyze
information and build dossiers”.

e A further recommendation is to create non-profit, non-commercial
social networking platforms on the Internet such as Kaioo (Fuchs 2009,
116; Sandoval in this volume argues for an alternative web 2.0). Kaioo
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is owned by the non-profit organization OpenNetworX, has been avail-
able since 2007, and has currently about 30,000 users. Kaioo’s privacy
terms are created in common and can be edited online by every user. In
addition, the data belong to their users (Kaioo). OpenNetworX can do
so, because they are not interested in targeting advertising and they do
not need to produce surplus value and accumulate profit.

e “To try to advance critical awareness and to surveil corporate and
political surveillers are important political moves for guaranteeing
civil rights, but they will ultimately fail if they do not recognize that
electronic surveillance is not a technological issue that can be solved
by technological means or by different individual behaviours, but only
by bringing about changes of society” (Fuchs 2009, 116). Therefore,
Internet surveillance has to be put into the larger context of societal
problems in public discourse. “We should look at the whole macro
picture.” (Ogura 2006, 292)

e Finally, Internet surveillance is caused by economic and political
issues and is inherent in modern society. It is neither just a technical
issue, nor an individual problem, but a societal problem. Internet sur-
veillance is a crucial phenomenon, but there are a lot of other features
influencing contemporary society, such as information, neoliberalism,
globalization, and capital.
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